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Introduction

I y2 = x3 + ax+ b

en.wikipedia.org/wiki/Elliptic curve



Elliptic Curve Addition

I P = (xp.yp), Q = (xq, yq), R = (xr.yr) = P +Q

I If xp 6= xq, then xr = s2 − xp − xq and yr = yp + s(xr − xp)
I If xp = xq, then if yp = −yq, P +Q = 0 and if yp = yq 6= 0,

then s =
3x2

p+a

2yp
, xr = s2 − 2xp, yr = yp + s(xr − xp)

www.embedded.com/design/safety-and-security/4396040/An-Introduction-
to-Elliptic-Curve-Cryptography



Application to Cryptography

I Integers mod p ←→ Points on EC

I Multiplication mod p ←→ EC addition

I Exponentiation ←→ Integer times a point

I Discrete log problem (solve gk = h for k) ←→ EC discrete
log problem (solve kP = Q for k)



Curve

E : y2 ≡ x3 − 3x+ b mod p where

b = 410583637251521421293261297800472684091

14441015993725554835256314039467401291

p = 115792089210356248762697446949407573530

086143415290314195533631308867097853951



Example

Message: CATERPILLAR → 030120051816091212011800

Message point:

x = [030120051816091212011800,

258876900123403033866893066672016084498

40332294974406626457147104170202682305]



Diffie Hellman Key Exchange

en.wikipedia.org/wiki/Diffie-Hellman key exchange



Diffie Hellman Key Exchange

I Na = 29 (Alice’s private key), Nb = 19 (Bob’s private key)

I NaG = 29G, NbG = 19G

I NaNbG = 19(29)G = NbNaG



Diffie Hellman Key Exchange

Key found using Diffie Hellman:

α =[77103697191640239735191876217959767866

466673053610607067330748953005810645981,

239907186166197162967747627769487046196

97311300794547947672737766189316233706]



ElGamal Encryption

Non-EC version:

I Bob’s public key: (modulus p, integer α, β = αs mod p)

I y1 = αk mod p, y2 = xβk mod p

Decryption: x = y1y
−s
2 mod p



ElGamal Encryption

I s = 53 (Bob’s private key), k = 67 (Alice private key)

I β = sα (Bob publishes)

I y1 = kα, y2 = x+ kβ

Decryption: x = y2 − sy1



ElGamal Encryption

Ciphertext found using EG:

y1 =[92356132543430953744598233067113081659

451394452510436334901307853460163370970,

111904986779899253130669649284150027064

917700929629124288968272857376655647133]

y2 =[10406900494706029739076126351427571155

3307455385141244594171227719396222422665,

9887244313419298808593314941275033458375

1318406519869322255052586503037822755]

x = y2 − sy1

x =[030120051816091212011800,

258876900123403033866893066672016084498

40332294974406626457147104170202682305]



ElGamal Digital Signature

Non-EC version:
Signature:

I Private key (k, x), generator g

I r = gk mod p

I s = (H(m)− xr)k−1 mod p− 1

I Signature (r, s)

Verification:

I gH(m) = gxrrs mod p



ElGamal Digital Signature

Signature:

I k = 43, a = 23 (Alice’s private key)

I R = kG = 43G, s = k−1(m− ax) mod N

I Signed message: (m,R, s)

Verification:

I Alice’s public key: (p,E,A,B)

I V1 = xB + sR, V2 = mA

I Verify that V1 = V2



ElGamal Digital Signature

Signature Verification:

V1 =[70502171461162690418465372845742017238

595825532814878047534839020435984910108,

328901145793474784404913868473854398112

78680682113308577249801216262949570615]

= V2



Comparison with RSA

I Key size versus cryptographic strength
I A 2048 bit RSA key is equivalent to a 224 bit ECC key
I A 3072 bit RSA key is equivalent to a 256 bit ECC key

I Key generation speed
I 3072 bit RSA key → 9.8s
I 283 bit ECC key → .27s

I RSA is easier to implement and much more widely used
than ECC

I RSA has been much more studied than ECC
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